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Copying/Printing 
Data Handling Protocol 

Level 1  
Data 

Level 2  
Data 

Level 3  
Data 

Level 4  
Data 

Data should only be printed 
when there is a legitimate need 

No Restrictions Restricted Restricted Restricted 

Copies must be limited to 
individuals authorized to access 

the data 
No Restrictions Required Required 

Restricted to 
individuals 

permitted under 
law, regulation, 

and NAU 
policies 

Data should not be left 
unattended on a printer or in a 

public area 
No Restrictions Restricted Restricted Restricted 

Copies must be labeled 
"Confidential" or "Sensitive" 

No Restrictions No Restrictions Required 

Required 
Must follow 

regulatory and 
University 
policies 

Electronic copies must use 
secure copy protocols such as 
SCP, SSH, SFTP, and SMB 3, 

and retain all labels 

No Restrictions No Restrictions Required Required 

USB, CD, DVD, and other 
removable media containing 

Highly Sensitive Data must be 
encrypted and marked/identified 

No Restrictions Recommended Required Required 

 

Data Destruction and 
Disposal 

(Hard drives, CDs, DVDs, USB 

drives, tapes, paper records, etc.) 

Data Handling Protocol 

Level 1 
 Data 

Level 2 
 Data 

Level 3 
 Data 

Level 4 
 Data 

Review the NAU Records 

/library/records-management/
/library/records-management/
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Electronic Mail 
Data Handling Protocol 

Level 1  
Data 

Level 2  
Data 

Level 3  
Data 

Level 4  
Data 
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The firewall ruleset should 
follow a default "deny-all" rule 

for inbound traffic and be 
reviewed frequently 

No Restrictions Recommended 
Required annual 

reviews 

Required 
minimum annual 

reviews 

Logging, monitoring and alerting 
must be configured and 

reviewed 
No Restrictions Recommended Recommended Required 

 

Physical Security 
Data Handling Protocol 

Level 1  
Data 

Level 2  
Data 

Level 3  
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Storage 
Data Handling Protocol 

Level 1  
Data 

Level 2  
Data 

Level 3  
Data 

Level 4  
Data 
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System Security 
Data Handling Protocol 

Level 1  
Data 

Level 2  
Data 

Level 3  
Data 

Level 4  
Data 

Must follow University specific 
and OS-specific best practices 
for system management and 

security, including 
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Transmission 
Data Handling Protocol 

Level 1  
Data 

Level 2  
Data 

Level 3  
Data 

Level 4  
Data 

NIST approved encryption is 
required when transmitting via 
network and secure protocols 
such as TLS, HTTPS, SFTP, 
SSH, SMB 3 must be used 

No Restrictions Recommended 

Required 
 

Cannot transmit 
via email unless 
encrypted and 
secured with a 
digital signature 

Required 
 

Regulated data 
may be redacted 

if approved in 
data use 

agreement 

Where TLS/SSL certificates 
are used, only secure 

protocols and cipher suites 
must be used and the 

certificate must be signed by a 
well trusted authority such as 
Sectigo/InCommon or Let's 

Encrypt or a centrally 
managed locally trusted CA. 
Invalid certs should never be 

used 

Recommended Recommended Required Required 

 


